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Cybersecurity ML Needs Data!

1. Relevant
2. Enormous
3. Context
4. Current
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The data that enables this is...

1. Relevant
2. Enormous
3. Contextualized
4. Current
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An example: ASSERT

ASSERT is an unsupervised learning system which categorizes 
related events into attack models which can be used by 
analysts to understand attacker behavior.

Okutan, A., Yang, S.J. ASSERT: attack synthesis and separation with entropy redistribution towards predictive cyber 
defense. Cybersecur 2, 15 (2019). https://doi.org/10.1186/s42400-019-0032-0
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Outcomes

1. Case studies about different models
2. New functionality for the prototype
3. New ideas about how to use ASSERT
4. De-identified data approved for follow-up work

Yang, S., Okutan, A., Werner, G., Su, S., Goel, A., & Cahill, N. (2021). Near Real-time Learning and Extraction of 
Attack Models from Intrusion Alerts. ArXiv, abs/2103.13902.
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University Operational Data

1. Untapped resource
2. There are many challenges
3. We think we can overcome them
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Work with us!

ResearchSOC - rsoc@iu.edu
OmniSOC - soc@omnisoc.iu.edu
IU CACR - cacr@iu.edu


